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Abstract

Objectives: Digital health research involves collecting vast amounts of personal health data, making data management practices complex and
challenging to convey during informed consent.

Materials and Methods: \We conducted eight semi-structured focus groups to explore whether dataflow diagrams (DFD) can complement
informed consent and improve participants' understanding of data management and associated risks (N=34 participants).

Results: Our analysis found that DFDs could supplement text-based information about data management and sharing practices, such as by
helping raise new guestions that prompt conversation between prospective participants and members of a research team. Participants in the
study emphasized the need for clear, simple, and accessible diagrams that are participant centered. Third-party access to data and sharing of
sensitive health data were identified as high-risk areas requiring thorough explanation. Participants generally agreed that the design process
should be led by the research team, but it should incorporate many diverse perspectives to ensure the diagram was meaningful to potential par-
ticipants who are likely unfamiliar with data management. Nearly all participants rejected the idea that artificial intelligence could identify risks
during the design process, but most were comfortable with it being used as a tool to format and simplify the diagram. In short, DFDs may com-
plement standard text-based informed consent documents, but they are not a replacement.

Discussion: Prospective research participants value diverse ways of learning about study risks and benefits. Our study highlights the value of
incorporating information visualizations, such as DFDs, into the informed consent procedures to participate in research.

Conclusion: Future research should explore other ways of visualizing consent information in ways that help people to overcome digital and
data literacy barriers to participating in research. However, creating a DFD requires significant time and effort from research teams. To alleviate
these costs, research sponsors can support the creation of shared infrastructure, communities of practice, and incentivize researchers to
develop better consent procedures.

Key words: digital health; data management; privacy; informed consent; dataflow diagram; research ethics.

personalized behavioral, biological, and ecological informa-
tion about research participants using these devices. Further-
more, data collection and processing methods can involve
sharing participant personal information with third-party serv-
ices, which raise important questions such as who has access
to participant data, for how long, and for what purposes.”™

Introduction

Digital health technologies enable people to receive personal-
ized health information conveniently via their smart and con-
nected devices. These tools, including apps and wearable
devices, have a high level of precision due to the array of data
sensors embedded within the devices and the availability of

cloud computing platforms that can rapidly translate streams
of sensor-generated information and other data into health
status updates and, in many cases, recommendations to
improve wellness. Researchers have used digital health tech-
nologies for over two decades with the goal of advancing pre-
cision health." The promise is that by providing people with
in-situ and real-time feedback about their health, the technol-
ogies can facilitate people toward decisions that promote
their well-being (ie, prompts to promote physical activity,
medication adherence, anxiety management).!

While digital health technologies hold the promise of pro-
moting healthier lifestyles, the systems collect highly

These questions and corresponding answers are important to
convey during the informed consent process as they help pro-
spective participants to evaluate study risks and benefits.**”
Information visualizations can communicate the nuance
associated with data collection, processing, and sharing and
should be explored in addition to text-based materials to
make the consent process truly informed in instances, such as
digital health technology research, when the evaluation of
participation risks and benefits is especially complex or
obtuse. The process of translating content into a visualization
naturally involves making editorial choices about what infor-
mation to include, exclude, highlight, and how. However,
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choosing to highlight some content inherently means that
other content is de-emphasized, if not removed from the dia-
gram. For instance, digital health studies can involve the col-
lection of a considerable range of data about study
participants, but presenting every type might lead to a confus-
ing visualization that is challenging for prospective partici-
pants to understand. While reducing the amount of data
presented on a dataflow diagram (DFD) might help to
improve readability, doing so may inadvertently impact trust
in the study and the research team. Navigating these tensions
in design is challenging. This paper presents study results
exploring the potential value of incorporating information
visualizations about data privacy policies into the informed
consent process for digital health research.

The DFDs apply specific strategies for highlighting study
risks (ie, points, pathways, regions, levels). The analysis sheds
light on how prospective study participants in research
respond to each strategy for highlighting risk and to the
amount of detail presented (ie, minimal, maximal). In addi-
tion, our study invited participants to consider the process of
authoring the information visualizations. While it is standard
practice for a research team to develop the informed consent
materials that prospective research participants use to con-
sider digital health study risks, researchers might also apply a

community-based approach and even use a large language
model (LLM), which is a type of generative artificial intelli-
gence, to support parts of the consent design process. After
reviewing each strategy for presenting study risk, participants
were asked how different authorship conditions may factor
into their feelings of trust in the DFDs: ie, created by the
research team, created by an ethics board, created by a com-
munity panel, created by using a generative artificial intelli-
gence platform.

Methods

This study called the Consent Language Evaluation and
Redesign was supported by a bioethics administrative supple-
ment as part of a larger digital health research project funded
by the National Cancer Institute. A goal was to identify facili-
tators that may lead to improved informed consent processes
for digital health research. This study was reviewed and
approved by the Institutional Review Board at University of
California San Diego.

Participant recruitment procedures

Participants were recruited from mid-March through May
2023 with study information shared via an internal listserv at
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Figure 1. Baseline design for the Commercial DFD is based on the data privacy policy documents published on the company’s website. This Commercial
DFD included a legend describing entities and processes depicted in this visualization.
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University of California San Diego and to individuals who
had previously expressed interest in research participation.
Interested individuals were prescreened via an electronic sur-
vey to assess their eligibility, which included fluency in Eng-
lish and the ability to access an online collaboration system
used to facilitate the focus groups. Those eligible and inter-
ested in participating reviewed the informed consent informa-
tion electronically prior to participating in study activities.

Focus groups were assigned to a case study context

To prototype the focus group protocol, our team conducted a
pilot co-design workshop that involved participants interact-
ing virtually with a sample DFD. The pilot identified ways to
improve the study instructions and procedures. After incor-
porating these learnings into the protocol, eight focus groups
were held between April and May 2023. Each of the eight
focus groups was assigned to review one of two study con-
texts (ie, commercial vendor privacy policy, Academic
informed consent document).

The study contexts involved different data management
practices and types of risk. The commercial vendor context
reflected a mental health services provider involving talk ther-
apy, which collects personally sensitive data from clients
directly and during their therapeutic sessions. The data man-
agement policies specify that this data may be used for future
academic and internal research (Commercial—Figure 1). Our

research team wused the information presented on the
company’s website to construct a DFD based on the data
management policies, including information about data col-
lection, storage, and data sharing for the purposes of improv-
ing clinical practices and secondary research.

The second context was modeled after an academic
research study that involved participants completing a survey
about their well-being and physical activity twice daily, while
also using a commercially available smartwatch to monitor
their physical fitness and receive automated notifications
from the study team to encourage physical activity (Aca-
demic—Figure 2). In this case, the DFD was authored by the
researchers involved with the study context and approved for
use in their informed consent process by the local IRB.

A semi-structured protocol was used to facilitate
the focus groups

To foster discussion about the study context information and
DFDs, the focus group facilitator followed a semi-structured
protocol that involved introducing the study context through
four major parts. At each part, the facilitator provided partic-
ipants with ample time to ask any clarifying questions and
share their perspectives. The focus group protocol involved
the following parts:

Monthly PA

Daily Step Goal

fl and Data Storage Company
Planning Steps, Exercise,
& Sleep
EMA Questions (Includes
survey company some information from EMA Answers Smartwatch COMpany
Monthly PA Reflection)
Steps, Exercise,
& Sleep
Lab Participant

Daily Step Goal

Figure 2. Baseline design for the Academic DFD. The Academic DFD used for the focus groups was based on the IRB-approved informed consent
document to be shared with prospective participants as part of their consent process. A legend was not included in the original design of the Academic

DFD.
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Text-based materials: Participants learn about their
assigned study context by reviewing a privacy policy or
informed consent form. This approach mirrors standard
approaches to reviewing data management practices
with text-based materials.

Incorporating a DFD: Participants were introduced to a
DFD depicting key aspects of the data management pol-
icy reviewed in Part 1. Participants can simultaneously
review the DFD, as well as the materials presented in
Part 1.

Alternate ways of highlighting risk: Participants were
asked to consider modifications to the DFD to present
risks associated with the data management policy, both
with design strategy and level of detail. The research
team applied visual strategies based on fundamental
design principles through the use of color, line thickness,

icons, and text to visually convey risk.® The baseline

DFDs were modified for each study context to highlight

specific points, pathways, and areas of risk and at differ-

ent levels (ie, minimal, maximal).

a) Design strategy. Risk was presented visually on each
diagram as points, pathways, regions, and levels of
risk. For instance, the point at which global position-
ing system (GPS) data are transferred from a smart-
watch to a cloud-based service for analysis might be
depicted as a point of risk. The arrows presenting the
process that the digital health system takes to trans-
late GPS data into just-in-time adaptive notifications
to the user can be presented as a data pathway. If
this data pathway is part of a cluster of methods that
transfer multiple types of data to several cloud serv-
ices simultaneously, then the cluster might be

D | Personal information (name,
email, DOB, address)

D | Demographic data (age,
gender, employment)

c
Company i Dll[Eay ment information 12
Database ‘ - (transaction, chosen subscription) Company
: Registration Payment... Services
(website/app)
D | Insurance information
D} Referral and service requested
D | Technical data
D | Persistent identifiers
D | Medical Information
D | Information of others
. disclosed during therapy il 2
10 Patient healt... Therapy... Match Therapi...
D | Diagnosis and Treatment
Company...
10 D | Communication items
initiates. - (messages, chat,video/audio,
contact Research documents, transcripts)
A D
. e D | Study measures
Participant S Study Team

A - Participant: any individual visiting the Company website or interacting with the app is a potential participant

B - Company database: repository of all data Company collects from each site visit, app activity, communication, and/or use of its services

C - Company services: includes all use of data collected by Company (provide, develop, and improve services, compliance with legal requirements,
communication and marketing, security, processing insurance and payment activities, and conducting research)

D - Study team: includes Company research partners

1.0; 1.1; 1.2 - Processes involving mostly unprotected data collection

2.0; 2.1; 2.2 - Processes involving HIPAA protected data collection

3.0 - Processes involving data collection covered under the Common Rule

Figure 3. Points of risk. Caution signs are added to the DFD to identify three points in the commercial talk therapy system for prospective clients to
consider, ie, personal information gleaned through the registration process, medical information provided by the patient healthcare provider, system
logged technical data captured by the company.
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represented as a region of risk on a data flow dia-
gram. To highlight differences in the degree of risk
among multiple types (eg, points, pathways,
regions), the research team applied visual strategies
based on fundamental design principles through the
use of color, line thickness, icons, and text to visually
convey risk.®

Level of detail. During this part, the facilitator intro-
duces each design strategy for highlighting risk, ini-
tially with just a few details added to the DFD
(called the “minimal” detail view), and then with

Figures 3-6 present examples of each strategy for high-
lighting study-related risks.

The modified DFDs presented in Part 3 provided par-
ticipants with an opportunity to reflect on a variety of
design considerations, such as ease of navigating the
DFD, methods of directing attention toward specific
risks, as well as how information about third-party use
of data is represented along with other data processes.
Participants were asked to provide feedback on each of
the modified DFDs.

4) Authorship considerations: To explore how the prove-

more details added to the diagram (called the
“maximal” detail view). The facilitator was able to
alternate the visibility of each view during the focus
group, to facilitate discussion among the participants
and to highlight key differences.

nance of a DFD plays into feelings of trust about a study
context, participants were asked to consider several
authorship scenarios. Specifically, participants were
invited to share how information about the authorship
of the DFDs played into their feelings of trust about
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Figure 4. Pathways of risk—the arrows connecting participant health data to system logged technical data collected by the smartwatch company are
emphasized by changing the line color to red and increasing the line width. The arrows show how the participant health data, including therapy session
transcripts and healthcare provider information, are integrated with system logged data to inform decision-making related to each client.
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Figure 5. Regions of risk—to present the “maximal” view of risk related to participant information collected by the commercial talk therapy platform,
multiple data points in the DFD are shaded purple to highlight all parts of the system that collect personal data.

their assigned study context and how (if at all) the DFDs
played into their willingness to participate in the study
contexts.

a)

Researchers conducting the study: “Imagine that
members of the research team leading the study con-
structed a DFD based on their own understanding of
the technology and based on the way they intend to
use the technology in the study.”

An  institutional review board: “An Institutional
Review Board (IRB) is an administrative panel whose
job is to review proposed research studies with the
purpose of protecting the rights and wellbeing of
research study participants. Imagine that members of
an IRB spent time reviewing the study materials and
prepared the DFD to reflect their best judgment of
the risks.”

A diverse panel of peers: “Imagine that the DFD was
created by a diverse panel of peers. This may mean

that members of the community were involved in
creating the DFD like the way Wikipedia articles are
created and reviewed. The panel would have used
polling or voting tools to rate the level of risk associ-
ated with each aspect of the DFD. The polling might
use a series of sliding scales to indicate areas of high
risk (red) and low risk (green).”

A generative artificial intelligence: “Imagine that an
artificial intelligence platform, like ChatGPT, was
used to automatically construct the DFD. The Al
might base the diagram on a variety of information,
such as the data management and privacy policies,
code repositories, as well as online reviews and posts
about the technologies used in the study.”

During the workshops, the participants received no addi-
tional training about how to engage with the DFDs beyond
the clarifying questions they asked the facilitator.
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Figure 6. Maximal pathways of risk—multiple colors are used to highlight each of the data pathways through the flow diagram. These include pathways
to highlight the user registration process, processes to merge health records with system logged technical data, as well as processes for sharing
company data for research purposes with academic collaborators, which is depicted with a dashed line to indicate that the process is not automatic.
Unlike the minimal view of pathways presented in Figure 4, this maximal view highlights the multiple stories associated with the data collection,

management, and sharing processes.

Data analysis

Focus group recordings were transcribed with an automated
system. The transcription service generated statements for
each participant, which are the primary unit of analysis for
the study. Participant IDs were created for all participant
statements. Participant IDs were also created to uniquely
identify each participant to all statements associated with
their participation in the focus group and their survey
responses. Identifiable information within the text was
removed from the transcripts, this included when participants
referred to other participants by name. Three research team
members (DK, RP, and JC) read through the transcripts and
removed all personally identifiable information, while

simultaneously coding each statement with a Participant ID
associated with each part of the focus group protocol [eg, (1)
Text-based materials, (2) Alternate ways of highlighting risk]
and the type of participant feedback (ie, Question, Opinion,
Idea).

The inductive process of generating themes from the data
involved iteratively reviewing the Participant ID associated
with each part of the focus group protocol to identify the
nature of the questions, opinions, and ideas expressed by the
participants. The thematic analysis was led by JC and deliber-
ated amongst the research team. A codebook was developed
describing each of the emergent themes. Group consensus was
used to resolve any differences of opinion about the themes.
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Results

Forty-five people completed the prescreening survey and 34
(76% of 45 prescreened) were enrolled. Four participants
were engaged in a pilot workshop and the remaining 30 par-
ticipants were divided across eight focus groups reported
herein. Each focus group involved between 2 and 5 partici-
pants. The average length of time for each focus group was 2
h. Of the 34 enrolled participants, 79% (n=27) of partici-
pants spoke English as their first language (Table 1). Self-
identifying females represented 50% of the participants, both
White and Black or African American races accounted for
41% (n =14 each) of the participants respectively, and 27%
(n=29) self-identified as Hispanic or Latino (Table 1).

Considerations when adding a DFD to a consent
process

Including DFDs in an informed consent process

Our analysis found that the DFD could add value as a supple-
ment to traditional informed consent communications. Some
participants said that they appreciated the high-level view of
the study depicted by the DFD: “your diagram helps, because
it visualizes it [and provides] a clear overview, so that [peo-
ple] can grasp the main ideas pretty quickly [...] instead of
going through all the text and small print” (P7). For a few
participants, the DFD surfaced key details that helped them
to feel more informed about a study.

“It does clear things up a little bit more about how the
information is interchanged, who we're giving the infor-
mation to, and how the information is back[ed up], and
how the daily goals, for example, are created [...] it's a
very, very, very, really small part of I feel what I need to
understand in order for me to make an informed decision
to participate in the research” (P33).

Participants who felt positive about the DFD regarded it as
a resource, but not a replacement for a standard consent
form. “I think it complements the consent form, but it defi-
nitely does not replace” (P32). The value of a DFD depends
on whether it can surface information that is otherwise diffi-
cult to infer from a standard consent form and that prospec-
tive participants find useful in their evaluation of a study.
Otherwise, a DFD may be a distraction.

Several participants found the DFD confusing. “Without
prior knowledge about the consent form [presented in Part 1
of the focus group protocol], I'd be totally confused looking
at this. It's too busy and then too complicated as well” (P29)
and “I think this flowchart is confusing [...] I think there's so
much information here” (P24). If people feel confused about
study details, they may be less likely to participate.

For a few participants, feelings of confusion played into
their feelings of trust in the information. “If, you know, there
were things that I thought about that weren't listed on this
diagram, then I would be having second thoughts about it
before proceeding” (P10) and “if it's easy to read, I would
find it more trustworthy, [but] if everything is muddled and
sealed and hard to read, and basically ugly, I would find it
not trustworthy” (P11). These remarks from participants
highlight the risks associated with presenting a DFD that is

Table 1. Demographics of recruited participants.?

Demographic Total Percent of total
Total 34 100%
Age
21-29 years 12 35.3%
30-39 years 9 26.5%
40-49 years 7 20.6%
50-59 years 4 11.8%
60 years or older 2 5.9%
Education
Some college but no degree 5 14.7%
Associate's degree 8 23.5%
Bachelor's degree 9 26.5%
Graduate degree 11 32.4%
Prefer not to answer 1 2.9%
Race
Black or African American 14 41.2%
White 14 41.2%
Asian 3 8.8%
American Indian or Alaskan Native White 1 2.9%
White, Other (specify) 1 2.9%
Prefer not to answer 1 2.9%
Hispanic/Latino
No 24 70.6%
Yes 9 26.5%
Prefer not to answer 1 2.9%

* Demographic—demographic characteristics of the participants;
Total—number of participants; Percent of Total—percent of total, where
total number of participants = 100%; Age—age ranges of participants;
Education—level of education attained by participants; Race—self-
identified race of participants; Hispanic/Latino—self-identified Hispanic/
Latino participants.

not useful, whether due to the information presented or the
presentation.

A useful DFD can serve as a guide, pointing people toward
relevant information. “[If] that diagram would raise flags or
details, or [if] there's something that I would be concerned
about, I would definitely go to the specific paragraph and get
more information to make a really informed decision” (P7).
The DFD for a study could also be shared on request, “maybe
it just exists as an asset, like if a participant asks a question
regarding data flow and you have this [diagram] to explain it
in an easy way” (P33). In these ways, a research team might
choose when and how to introduce a DFD during an
informed consent conversation.

Esthetics of the diagram: clear, simple, and logical
Across all focus groups, most participants stated that the
DFD should be clear and simple to follow. For instance, sev-
eral participants said that curved lines and looping arrows
made the DFD more difficult to understand. “I do think like,
when stuff goes back, there is a lot of looping that happens
visually, so try to map out one specific [path]” (P30) and “It
bugs me. Like, I like straight lines. [Otherwise,] it takes my
eye away from what I'm supposed to be looking at, because
I'm stuck on the curve” (P235). Such simple aesthetic decisions
can promote clarity.

In general, participants expressed an appreciation for sim-
ple DFDs that present only enough information as necessary
to cover the main points in the consent materials.
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“It just has to be clearer or not too fancy. Like have it
more just like bullet points or one color or two colors max
because I know participants can get kind of overwhelmed
with all the verbiage and the words and the lines and what do
I have to do there’s caution signs everywhere, it just gonna
confuse the participant” (P23). Several participants suggested
that a legend would help people to interpret the colors, icons,
and other markings on the DFD.

While a DFD can depict the processes associated with a
study, our analysis found that which aspects of a DFD to con-
sider first, can be less clear for participants. “Where does it
start? This is a study, there's got to be a point before the
study and a point at the end of the study” (P26). Rather than
centering the DFD on the data processes, participants recom-
mended focusing the design on conveying the experience of
people involved in the study. “[Clentering the participants in
the middle would be an appropriate thing to do” (P32).

Many participants recommended that the research team
should assume that people do not have any prior experience
with the data-sharing processes, let alone the data literacy
skills necessary to interrogate a DFD. “Like, if you don't
have any knowledge about data analysis and data flow, are
you just going to be like, I don't even like this, just a bunch of
arrows [...] I just don't think that everybody would under-
stand it” (P33). A related concern is the general accessibility
of DFDs, for instance designers might apply a variety of tech-
niques to support people with visual impairments: “I also
think about folks who may experience colorblindness [. . .] so
I've used like shading or different like squiggles or polka
dots, if colors aren't visually able to be registered?” (P30).
Such design decisions can promote understanding, but also
help to demonstrate the study team’s care for prospective
participants.

Our analysis found that simplicity in design is important
and some interactive features in a digital presentation of con-
sent materials can be used to hide, reveal, and highlight key
details in a DFD. For instance, a participant shared the fol-
lowing hypothetical user interaction with a DFD:

“When I look at this diagram, obviously it's a lot more
simplified, but as you go through the diagram are you able
to like click on it, and then it takes you straight into that
the end [where] it goes into depth about the information
you're looking at [in the diagram]” (P10).

This user interaction recommendation speaks to a broader
question about how best to use both standard text-based con-
sent materials along with novel information visualizations
and interactive digital experiences. While these designs have
the potential to provide people with multiple entry-points
into the material, our analysis also raised potential points of
confusion.

Considerations when highlighting study data-
related risks

As part of the study protocol, participants were introduced to
various ways of highlighting specific risks in the DFDs.
Regarding the design of highlighting risk, our analysis found
participants wanted to understand the riskiness levels. “There
are risks involved, [but] what is risky is necessarily sub-
jective” (P32). For instance, a participant discussed ways of
representing different types of risk in the study—from their
perspective—through a DFD.

“How do you differentiate the risk of bruising a finger
from getting diabetes versus dying of a heart attack on the
treadmill? It's a very different level of risks that cannot be
easily put into a color code or pictogram or symbol or
something” (P22).

However, the design of risk in a DFD can be confusing, “I
would be really confused, and I'd probably have so many
questions, and then I wouldn't have that much confidence in,
you know, proceeding” (P10).

In addition to these general design recommendations, par-
ticipants shared recommendations for communicating the
risks associated with specific types of informed consent con-
tent. Specifically, participants raised an interest in the possi-
ble health risks associated with a study, “If I hadn't read the
wording of the consent, I would kind of wonder about like
lab measures and what that entails, just because it's very gen-
eral there” (P21). However, participants who did not view
the “lab measures” as a particular risk wondered whether it
was necessary to highlight at all. “I'm a bit unclear on why
you guys would be so focused on highlighting these risks. I
mean, is that something that just needs to be done for a rea-
son? Do we feel like these are higher risks than in a normal
study?” (P21). Our analysis highlights the challenges a
research team might face in trying to accommodate the vari-
ous levels of interest and tolerance for study risk among pro-
spective participants.

However, participants felt that highlighting risks helped to
call attention to potential concerns that were less apparent in
the standard text-based consent materials. Several partici-
pants commented on the risks associated with third-party
access to study data. “This diagram makes me realize that my
data will be stored in four different places, which I did not
understand that at all from the consent form” (P34). Some of
the third-party services were familiar to the participants.
“The [Smart Watch Company] is probably a bigger risk,
because it has this information, but I trust [Smart Watch
Company]. I don't know the [Data Storage Company], and
don't even know what [Survey Company] is so this kind of
makes me think, what do they have” (P24). Participants are
less willing to share data when they are less familiar with the
third-party services, “I haven't heard of [Mental Health Pro-
vider] before today, so I would be less inclined to provide any
information to them” (P8). In these ways, a DFD can raise
new questions for prospective participants as well as the
research team to consider.

Participants highlighted how the third-party services might
use digital health study data is less clear based on the DFD.
“They're collecting all this information, [but] what are they
going to do with it? Am I going to get more spam?” (P16). A
few participants called attention to the lack of information in
the standard consent form about concerns related to third-
party services. “To note the informed consent didn't once
mention [Survey Company] It's letting people know like this
is what [Survey Company] is, it is a survey, it's a database
where your surveys will be conducted out of [...] that's where
that assessment is going to live” (P30). These gaps in the
informed consent materials are highlighted by the DFDs.

Participants shared that there are several “sensitive data
types” that they would want highlighted throughout the
informed consent process, if a study incorporated these types.
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“I would be concerned about medical information, espe-
cially if there's just certain things that I don't want to, you
know, be disclosed from my primary care doctors or, you
know, to interfere like between the therapist and, you
know, my own personal medical care that I get outside of
that therapy” (P10).

Participants also want to understand the potential risk associ-
ated with a data breach. “In that case basically all your data,
including payment information, insurance information, prob-
ably also, confidential or non-confidential therapy sessions,
personal data, everything [is lost]. Given that there seems to
be no separation between all data [...] I think [this] is a big
red flag” (P7). DFDs can help highlight risk and opportuni-
ties for improved data protection.

Considerations for creating and validating flow
diagrams that depict data policies

As a final stage of our study, participants were asked to con-
sider how DFDs for a study might be authored, whether by a
research team, institutional review board, panel of peers, or
by a LLM like ChatGPT.

Asking researchers to generate DFDs for their own study is
not necessarily ideal. Several participants felt that researchers
know the most about their own studies, so are well suited to
creating DFDs for their work. “Seems like they [the research
team] would know what's going on the most, they would
have all the details of the study” (P21). However, a few par-
ticipants felt that the research team might be biased in their
representation of the risks in their own study, “they have the
most interest in the project. Not that they would intentionally
do anything, but just because they're the most embedded in
it, they should probably not [design the DFD]” (P11).

Some participants felt strongly that researchers are not the
right people to communicate this information about their
research:

“[Instead] of relying on the research team members, where
I don't feel as confident. I know that they know so much
about what they're presenting, and they fully understand
it, but for me I would feel more secure if I was to talk to
someone that didn't have like a conflict of interest, or any-
thing like that” (P10).

Another participant felt that some research teams might
even conceal critical information in a DFD. As a participant
shared, “you [researchers] have an investment in up playing
the benefits and downplaying the risks” (P32). These com-
ments speak to the distrust that some people have with the
practice of scientific research.

By contrast, participants felt that the priorities for the IRB
are different than those of a research team, as “their priorities
are [to] make sure it's all legal, make sure they follow all the
rules that have been established, so that it's easy for [people]
to read, make sure it lists all the possible negative outcomes
[...] so that the university is covered” (P12). However, the
IRB is not typically involved in creating consent materials
but, are involved in reviewing documents submitted by the
researcher. Reviewing a DFD would be an added responsibil-
ity but, one that aligns with current practice.

An option that several participants preferred is to recruit
diverse panels of peers to generate DFDs for studies, but

people would need to have information about the panel dem-
ographics, interests, and relevant backgrounds.

“I kind of like the diverse panels because [...] you're not
bias of people actually doing the study itself” (P12) and
“when you come to a diverse panel of peers you're doing
this for the people” (P18).

Other participants were less optimistic about this option.
“The panel of peers is like a crapshoot; you have no idea
what you're gonna get there, so I just couldn't trust it that
much” (P26).

Of all the options, participants were the least enthusiastic
about using an artificial intelligence, like ChatGPT, to author
the DFDs. Artificial intelligence might result in many varia-
tions of a DFD, which could cause confusion. However, hav-
ing multiple options generated could be useful for researchers
to evaluate. “ChatGPT could give you an immediate solution,
but it will be one of the solutions in 1000s” (P18).

Our analysis found that there are trade-offs associated
with each option, whether asking people to develop a DFD or
an artificial intelligence to author the work. However, several
participants shared that these options could be coordinated
as part of a process for creating, enhancing, and reviewing
DFDs for a study. Some participants felt that a ChatGPT
could be used to generate multiple options for a diverse panel
or IRB to consider, “I think it could be a very helpful supple-
mental tool, but I don't think that it by itself could be com-
pletely trustworthy” (P34). In other words, humans would
need to be integrated into the process of evaluating any DFDs
generated by an artificial intelligence.

Discussion

Our study confirmed that information visualizations can add
value to the informed consent process in digital health research
if used to augment the standard text-based approach to convey
study related information; however, information visualizations
are not a replacement for text-based study information. Design
considerations for communicating study risks as well as the
process of evaluating study risks to prospective research partic-
ipants include using concise, limited, and clear warnings to
emphasize points, pathways, regions, and various levels of risk
(ie, minimal, maximal). Information visualizations ideally can
help people to find their way into the details of a study, which
in practice might involve a “doubly-linked” user interaction to
guide people back-and-forth between the text-based materials
and components of the visualization.” Our study also high-
lights how the processes involved with authoring an informa-
tion visualization also matters to prospective study
participants. People need information about how the research
team and any other groups or resources were involved in the
process of creating and evaluating any information visualiza-
tions included in a digital health consent process, whether in
academic research or a commercial context. These details help
people to evaluate the potential for biases and possible con-
cerns related to accuracy.'”

Communicating with prospective research participants
about the data they voluntarily contribute to a digital health
study is not easy. From considerations about data collection
to data processing, management, and sharing, communicat-
ing the details about study data can require a fair amount of
time and effort to meet the various literacy needs of
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prospective participants.'’ In the context of digital health,
data may include a variety of personally sensitive informa-
tion, such as participant heart rate, geographic location,
known medications, levels of anxiety, and transcripts from
virtual sessions with a personal therapist.* To promote public
involvement in science and demonstrate respect for research
participants, this study investigated methods of communicat-
ing about data processes and related risks by using informa-
tion visualization tools.'*'? Specifically, data flow diagrams
were used to present prospective research participants with
possible data management risks that were represented as
points, pathways, regions, and levels of risk on the diagrams
(ie, minimal, maximal).

Participants remarked on how reviewing the data visuals
helped them to realize questions about data management and
sharing procedures, which they did not recognize when just
reviewing the text-based information. While a few partici-
pants felt that the data visuals emphasis on risk was not nec-
essary given their perceived low risk of the digital health
study, other participants valued how the highlighted features
directed their attention, whether that was a bold line, a red
flag, or a highlighted region of the diagram.'* Researchers
could use the differing opinions among prospective partici-
pants as an opportunity to promote conversation about how
people perceive study risks and what steps they would want
researchers to take, if the risks were to increase suddenly. For
instance, a research coordinator could ask a prospective par-
ticipant to reflect on the data management risks emphasized
in a data flow diagram: “What questions to you have about
how data are collected, stored or shared? What do you think
might concern other participants, who are like you?”
Thereby, inviting them to share their opinion and any possi-
ble questions they might have about the warnings presented
on the visualization.

Warning signs need to be clear, concise and easy to inter-
pret, because they reflect how the research team demonstrates
respect toward study participants. Fundamentally, providing
additional information about the data risks in a study adds
time and effort to the prospective participants’ experience of
the informed consent process.”'*"* Reviewing this informa-
tion must be valuable from their standpoint.'® Our analysis
surfaced several recommendations about how to do just that:
Participants asked for straight lines, a limited range of colors,
concise captions, and interactions that direct people toward
additional details about a particular warning. The feedback
presented in the results offer principles for representing risky
points, pathways, regions, and levels on a visualization, but
the method of inviting prospective participants to participate
in the critique of consent materials is also a useful step before
launching a study. Community-based design is not common
in the development of consent materials, but our analysis
demonstrates the value that it can offer.'"'” Involving people
in the early stages of study development can generate useful
ideas for communicating with prospective participants later
and cultivate trust.

Our analysis also found that people need information
about how study risks are evaluated and by whom (or what).
When asked to consider the possibility that DFDs and warn-
ing signs were generated by the researchers, an IRB, a panel
of peers, or a LLM, participants wanted researchers to gener-
ate the DFD and use the LLM to support formatting and
readability. Participants shared various concerns about all
the options ranging from worry about researcher bias to not

being able to trust the information provided by the LLM as
factual and relevant. While participants raised numerous con-
cerns, our analysis found some consensus that people would
appreciate a multi-phased approach to constructing and vali-
dating the data visuals presented in a consent process. Such
an approach might involve the following steps:

1) Access an LLM to highlight key data management proc-
esses for a specific study technology.

2) Poll the research team and a panel of peers to evaluate
and enhance the LLM drafted materials.

3) Submit the data visuals to the IRB for review along with
the other study communication materials.

In practice, researchers need ways of communicating with
prospective participants (and other interested parties) the
details of such a multi-faceted study risk evaluation proc-
ess.'” In the future, this could be in the form of a simple vis-
ual badge appearing alongside an information visualization,
like the signifiers of organic and gluten-free foods at the gro-
cery store. A critical limitation of this study is that most of
our participants report having at least some college experi-
ence and many have achieved graduate-level degrees, which
implies that they have had access to training and resources
that many other prospective participants in digital health
research have not. Future research should specifically investi-
gate strategies for highlighting study risk that promote data
literacy and access for diverse populations.

As new technologies, like Al and augmented reality, are
integrated into digital health systems, researchers and the
public need better ways of understanding the risks associated
with such integrations.>'®'? This study raised several consid-
erations about how to communicate with people about the
data collection, processing, and sharing considerations asso-
ciated with a research study.'*>~'**® While our participants
shared ideas about how this might happen, facilitating the
type of communication modeled by our study is not practical
for most digital health studies. To translate these insights
about presenting study data risks into practice, funding agen-
cies might consider taking steps to: (1) promote data literacy
guidelines for developing informed consent materials, (2)
develop technology to help researchers and IRBs navigate the
emerging policy landscape associated with digital health tech-
nologies, and (3) lead the creation of infrastructure and sup-
port systems through funding agencies to help researchers
collaborate around science communication. These invest-
ments of time, influence, and money can help researchers and
the public to collaborate around the emergent risks related to
digital health systems.'!16:17:21

Conclusion

Dataflow diagrams were identified as being useful tools to
convey complex data-sharing processes and potential privacy
risks. Therefore, DFDs may be useful as a supplement to the
traditional informed consent process, if designed well, and
provide participants with additional information related to
the data-sharing process. Future research should explore
designing DFDs to be more participant-centered and should
consider incorporating the study activities into the design.
Future studies should include quantitative assessments of
acceptability, accessibility, understanding, and risk
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identification and gathering more qualitative information
from participants with more diverse backgrounds.
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